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Executive Summary 

NETCONF is an XML-based protocol used for configuration and monitoring of devices in 
the network. 

It provides mechanisms to install, manipulate, and delete the configuration of network 
devices.

The base NETCONF protocol is described in RFC-6241.

OpenDaylight supports the NETCONF protocol as a northbound server as well as a 
southbound plugin. It also includes a set of test tools for simulating NETCONF devices 
and clients.

The aim of this application note is to help the reader understand how to communicate 
with ConfD based devices from ODL over the NETCONF protocol.  It explains the 
configuration needed on both sides: ODL and ConfD and a configuration example of a 
DHCP server.

ConfD 6.3 and ODL karaf-0.5.1-Boron-SR1 were used for the example.

 
 
Background 
 
NETCONF  
For more information on the NETCONF protocol please refer to the RFC, as mentioned 
above.

The ConfD User Guide has a good section on enabling NETCONF in ConfD and the 
configuration needed to support different capabilities including monitoring (needed by 
ODL): Please refer to Chapter 15, The NETCONF Server.

The ConfD User Guide can be found in the ConfD installation under the $CONFD_DIR/
doc folder or in the ConfD Basic version which is downloadable from www.tail-f.com. 

ConfD 
ConfD is an embedded management software framework that enables network 
equipment providers to quickly and inexpensively deliver world-class management 
functionality for their products. The network elements can be physical devices or virtual 
devices (VNFs, Virtual routers, etc.). ConfD is data model-driven providing automatic 
rendering of all northbound interfaces including NETCONF, REST, CLI, JSON-RPC, and 
SNMP as well as providing C, Python, JAVA, and Erlang APIs for application integration.  

http://www.tail-f.com
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ConfD Integration with OpenDaylight

ODL 
OpenDaylight (ODL) is an open source SDN controller which allows control plane 
applications to interact with the network through a variety of southbound SDN protocols 
such as OpenFlow, OVSDB, BGP-LS, PCEP, etc.  Cisco and other companies are 
collaborating on this open source project. A number of companies are using ODL as the 
core of their controller offerings and customers request it since it offers them a platform to 
develop their own applications and is seen as vendor neutral. It also uses YANG for SDN 
application and protocol modeling and supports southbound plugins for SDN protocols. 

 
ODL and ConfD Integration 
 
For this app note we are using the following software versions:

ODL: karaf-0.5.1-Boron-SR1

ConfD: confd-6.3

ODL can connect to any ConfD device through the NETCONF interface using the 
OpenDaylight southbound NETCONF Plugin. The ODL NETCONF Southbound Plugin 
supports both NETCONF 1.0 and 1.1 over SSH.

The focus of this application note is to understand how to make a ConfD device 
programmable and manageable from ODL, as well as to show what configuration needs 
to reside in ODL in order to enable the NETCONF connector to talk to a ConfD device.

 
ODL Integration

ODL requires the following configuration in order to communicate with a NETCONF 
device:

1. Device name: Any name that can identify the device that ODL connects to.

2. IP address: IP address of the NETCONF server.

3. Port: This is the NETCONF server’s port number.

4. Username: Used for authentication.

5. Password: The user password.

Prerequisites: For the purpose of testing, we used the RESTCONF interface in ODL.

The ODL distribution comes with Karaf. Apache Karaf is a small OSGi based runtime 
which provides a lightweight container onto which various components and applications 
can be deployed. Some features need to be installed in Karaf. 
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ConfD Integration with OpenDaylight

Enter the Karaf shell in order to install the following features:

 − feature:install odl-netconf-connector-all

 − feature:install odl-restconf-all

For the sake of simplicity, we chose to use the RESTCONF northbound interface of ODL 
for our example. The JAVA API of ODL can also be used.

curl -H “Content-Type: application/xml” -v -X POST -T new-nc.xml –u 
admin:admin http://localhost:8181/restconf/config/network-topology:network-
topology/topology/topology-netconf/node/controller-config/yang-ext:mount/
config:modules

Note: The URL used here points to the ODL internal RESTCONF server that we enabled 
earlier by installing the feature: odl-restconf-all. This RESTCONF call can be issued from 
anywhere given that the server is reachable. The port (default: 8181) and the RESTCONF 
server configuration are beyond the scope of this document.

Configuring the Connector 
(Refer to: http://docs.opendaylight.org/en/stable-boron/user-guide/netconf-user-guide.
html)

Before configuring the connector, we need to start ODL by running: <ODL_INSTALL_
DIR>/bin/karaf.

The connector allows ODL to connect to a NETCONF device using the credentials, 
address, and port specified in the connector’s configuration file. ODL will then issue a 
get-schema to get all of the schema modules supported by the NETCONF device. This 
is how it will be able to mount the data tree and provide a RESTCONF ODL northbound 
interface to the user.

In a different terminal, use curl to run the following to configure a new connector which 
will then try to connect to the device:

ODL ConfD
RESTCONF NETCONF

http://docs.opendaylight.org/en/stable-boron/user-guide/netconf-user-guide.html
http://docs.opendaylight.org/en/stable-boron/user-guide/netconf-user-guide.html
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new-nc.xml is the connector’s configuration file that we created. The text in bold can be 
modified to reflect the NETCONF (ConfD) configuration:

<module xmlns=”urn:opendaylight:params:xml:ns:yang:controller:config”>
  <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:co
nnector:netconf”>prefix:sal-netconf-connector</type>
  <name>saadia</name>
  <address xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:conne
ctor:netconf”>127.0.0.1</address>
  <port xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:connecto
r:netconf”>2022</port>
  <username xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:conn
ector:netconf”>admin</username>
  <password xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:conn
ector:netconf”>admin</password>
  <tcp-only xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:conn
ector:netconf”>false</tcp-only>
  <event-executor xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sa
l:connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:netty”>
prefix:netty-event-executor</type>
    <name>global-event-executor</name>
  </event-executor>
  <binding-registry xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:
sal:connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:
binding”>prefix:binding-broker-osgi-registry</type>
    <name>binding-osgi-broker</name>
  </binding-registry>
  <dom-registry xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:
connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:md:sal:
dom”>prefix:dom-broker-osgi-registry</type>
    <name>dom-broker</name>
  </dom-registry>
  <client-dispatcher xmlns=”urn:opendaylight:params:xml:ns:yang:controller:md
:sal:connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:config:n
etconf”>prefix:netconf-client-dispatcher</type>
    <name>global-netconf-dispatcher</name>
  </client-dispatcher>
  <processing-executor xmlns=”urn:opendaylight:params:xml:ns:yang:controller:
md:sal:connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:threadp
ool”>prefix:threadpool</type>
    <name>global-netconf-processing-executor</name>
  </processing-executor>
  <keepalive-executor xmlns=”urn:opendaylight:params:xml:ns:yang:controller:m
d:sal:connector:netconf”>
    <type xmlns:prefix=”urn:opendaylight:params:xml:ns:yang:controller:threadp
ool”>prefix:scheduled-threadpool</type>
    <name>global-netconf-ssh-scheduled-executor</name>
  </keepalive-executor>
</module>
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To delete the connector above we can use the curl command:

Deleting the connector and resetting it again can be helpful in triggering the NETCONF 
hello message to be sent again to the device for debugging purposes. 

ConfD Configuration 
The Username/Password information needs to be configured on the ConfD side in AAA, 
if AAA is used, or in an external authentication server that should be integrated with 
ConfD via the external authentication API.

Further reading on AAA can be found in the ConfD User Guide in Chapter 14, The AAA 
Infrastructure.

By default, the user “admin” is configured in AAA with the password “admin”. This is 
similar to the default user in ODL.

Authentication happens through ConfD when a NETCONF session is initiated.

The port number configuration can be found in the ConfD configuration file.

A typical NETCONF configuration in ConfD looks like this:

curl -v -X DELETE  http://localhost:8181/restconf/config/network-
topology:network-topology/topology/topology-netconf/node/controller-config/
yang-ext:mount/config:modules/module/odl-sal-netconf-connector-cfg:sal-net-
conf-connector/saadia

<netconf>
    <enabled>true</enabled>
    <transport>
      <ssh>bled>true</enabled>
        <ip>0.0.0.0</ip>
        <port>830</port>
      </ssh>
   </transport>
</netconf>

You can refer to the man page of confd.conf for more information.

We also need to enable the NETCONF get-schema RPC because ODL relies on get-
schema to get the modules data definition from the device.

In order to enable get-schema, the IETF NETCONF Monitoring YANG module needs to be 
loaded into ConfD at runtime.
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We should also make sure to have both YANG source files and their compiled version in 
the loadpath of ConfD. The loadpath is configurable in confd.conf or can be added as an 
option to the confdc compiler (“man confdc” for more details).

Once ODL is able to connect to the device by establishing a NETCONF session. ODL can 
start configuring the device.

 
ODL NETCONF Notification Handling 
ODL can subscribe to event notifications sent by a NETCONF server. This is in support of 
RFC 5277 NETCONF Event Notifications.

The ODL NETCONF client needs to establish a session towards the NETCONF server and 
subscribe for specific notification streams in order to start receiving the notifications. ODL 
expects the server to not only support RFC 5277 for the notifications to work, but to also 
require the server to send a YANG model describing the create-subscription RPC.

Due to the fact that RFC 5277 became standard before the standardization of YANG, 
there is no standard YANG describing the <create-subscription> RPC. ODL chose to 
support a non-standard YANG describing the RPC above and relies on NETCONF server 
implementations to support the same non-standard YANG module and to provide this 
YANG module in an RPC reply to the get-schema standard RPC.

If a NETCONF server implementation doesn’t return the YANG module notifications.
yang as a capability in the hello message reply and to the get-schema RPC, the ODL 
NETCONF client will not be able to subscribe for notifications. The “:notification” 
capability returned in a hello message is not enough. 

This is a shortcoming on the ODL NETCONF client side in supporting standard NETCONF 
RPCs. The capability alone should be enough for the NETCONF client to understand how 
to talk to a server.

A work around for this, in order to enable an ODL client to subscribe to notification 
streams, is to add an explicit capability in the confd.conf file and to have the non-standard 
YANG module defining the create-subscription RPC present in the ConfD load path along 
with an older version of ietf-yang-types.yang that the notifications.yang module depends 
on.

Add the following NETCONF configuration in confd.conf:

…
      <notification>
        <enabled>true</enabled>
       </notification>
      <capability>urn:ietf:params:xml:ns:netconf:notification:1.0?module=notifi
cations&amp;revision=2008-07-14</capability>
      <capability>urn:ietf:params:xml:ns:yang:ietf-yang-types?module=ietf-
yang-types&amp;revision=2010-09-24</capability>

    </capabilities>
  </netconf>

Both files: notifications.yang and ietf-yang-type.yang need to be present in the load path 
of ConfD.
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Another capability of NETCONF called “:interleave” also needs to be enabled in ConfD 
to allow ODL to use one single session for both synchronous RPCs and asynchronous 
events, i.e. Notifications.

To enable “:interleave” in ConfD:

 

Example

In this example, we attempt to configure DHCP using one of the examples that comes in 
the ConfD distribution: $CONFD_DIR/examples.confd/intro/1-2-3-start-query-model. This 
example comes with a DHCP configuration model called dhcpd.yang and an application 
that processes the configuration changes for DHCP.

A subset of the YANG module that we will target in this example is:

        <!--
            Enable this to make the agent handle RPCs while sending
            notifications.
        -->
        <interleave>
          <enabled>true</enabled>
        </interleave>

      </notification>

  container dhcp {
    leaf ipc {
       type string;
    }
    leaf defaultLeaseTime {
      type xs:duration;
      default PT600S;
    }
    leaf maxLeaseTime {
      type xs:duration;
      default PT7200S;
    }
    leaf logFacility {
      type loglevel;
      default local7;
    }
    container SubNets {
      uses subNet;
    }
    container SharedNetworks {
      list sharedNetwork {
        key name;
        max-elements 1024;
        leaf name {
          type string;
        }
        container SubNets {
          uses subNet ;
        }
      }
    }
  }
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Once the connector is successfully connected to ConfD via the NETCONF interface, we 
can start getting and setting configuration.

The following requests, using curl, can be sent to set and get configuration:

To set the defaultLeaseTime, we send the following RESTCONF request to ODL:

 
curl -H “Content-Type: application/xml” -v -X POST -T set-dhcpd.xml -u 
admin:admin http://localhost:8181/restconf/config/network-topology:network-
topology/topology/topology-netconf/node/saadia/yang-ext:mount/dhcpd:dhcp/

      <dhcp xmlns=”http://tail-f.com/ns/example/dhcpd”
            xmlns:nc=”urn:ietf:params:xml:ns:netconf:base:1.0”>
        <defaultLeaseTime nc:operation=”merge”>
          PT30M
        </defaultLeaseTime>
      </dhcp>

curl -v -u admin:admin -s http://localhost:8080/restconf/operational/net-
work-topology:network-topology/topology/topology-netconf/node/saadia/yang-
ext:mount/dhcpd:dhcp

    <netconfTraceLog>
      <enabled>true</enabled>
      <filename>./netconf.trace</filename>
      <format>pretty</format>
    </netconfTraceLog>

Where set-dhcpd.xml is:

To get data from ConfD via ODL:

In order to verify the response we get from ConfD, we can examine the log file: <ODL_
INSTALL_DIR>/data/logs/karaf.log

On the ConfD’s side, for debugging, it is also good to enable the NETCONF trace in 
confd.conf:

Example:
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Summary

We saw how to enable a ConfD device and an ODL instance to communicate via the 
NETCONF protocol. We also showed a small example for a DHCP configuration. 

For more information about ConfD, please, visit www.tailf.com.

For ODL specific information, please, refer to http://www.opendaylight.org

ODL documentation can be found here: http://docs.opendaylight.org/en/stable-boron/
user-guide

 

http://www.tailf.com
http://www.opendaylight.org
http://docs.opendaylight.org/en/stable-boron/user-guide
http://docs.opendaylight.org/en/stable-boron/user-guide
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